A critical evaluation of two Structured Analytic
Techniques (SATS) in order to support recommendations
for future SAT utilization by intelligence analysts.

As the world becomes an increasing complex en-
vironment, intelligence analysts are pressed to work
more effectively and efficiently in order to deliver
valuable intelligence products — they need to combat
threat actors who can “adapt and transform them-
selves faster than those who seek to monitor and con-
tain them.” The process of generating intelligence
in light of this adaptability is not easy nor simple,
involving a lengthy and rigorous selection, evalua-
tion, interpretation, and expression process, before
the significance of an intelligence product becomes
clear.? Intelligence analysis also risks falling victim
to human fallacies — biases and heuristics — which
can impair judgement and subvert conclusions.’ The
creation and implementation of a set of Structured
Analytic Techniques (SATs) seeks to mitigate these
issues by serving as a formalized framework for
information processing (thus accelerating analysis),
quality gates and checks (thus ensuring objectivity),
and establishing the foundation for critical analysis
(leading to self-reflection and processual improve-
ments). This article will examine two of these SATSs,
namely the Key Assumptions Check (KAC) and Red
Teaming Analysis (RTA), their origins, usage, and
the inherent challenges to their implementation in an
intelligence organization. This evaluation will provide
a basis for recommendations for how these SATs can
be better utilized in the future. The first step, howe-
ver, is to briefly discuss what SATs are, and why they
are important.

The utilization of techniques to meet analytic requi-
rements is not new however, and is said to have begun
in the 1950s with the RAND Corporation.* Figures
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such as Richards J. Heuer, Jr were fundamental
to further developing SATs in the mid-1980s, this
whilst Heuer taught counterintelligence courses at
the CIA.> Whilst this was a beneficial move to stan-

dardize a domain seen by some to be based more on

‘anecdotal training’ than “validated, scientific know-

ledge™ it was not until the attacks of September 2001
that the cost of intelligence failures in the modern
world were made clear. It was not only the cost of
intelligence failures that was brought into the public
sphere however. Due to the public scrutiny follow-
ing 9/11, it was made painfully obvious that there
are significant and potentially critical limitations re-
garding intelligence analysis itself. There is no clear,
authoritative methodology for how information is
to be processed.® A definitive methodology would
help considerably in allowing an analyst to follow
concrete processing steps rather than becoming lost
amongst the wealth of information. This is especial-
ly important for the new forms of OSIF, such as So-
cial Media, which have a short lifespan and must be
processed as soon as possible.’

Some years after the 9/11 attacks, and most cer-
tainly informed by deficiencies identified by the
9/11 Commission, Intelligence Community Direc-
tive 203:2015 was released, stating:

“Analysts must perform their functions with objec-
tivity and with awareness of their own assumptions
and reasoning. They must employ reasoning tech-
niques and practical mechanisms that reveal and
mitigate bias. Analysts should be alert to influence
by existing analytic positions or judgements and
must consider alternative perspectives and contrary
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information. Analysis should not be unduly con-
strained by previous judgements when new develop-
ments indicate a modification is necessary.”!

These are the requirements which the United
States Intelligence Community (US-IC) set for its
intelligence analysts — finally establishing a concrete
set of expectations which could be actioned. This
report established the modern groundwork for an-
alysts to pursue SAT “professionalization” whereby
common rules could be established." It was this pro-
fessionalization, married with the development of in-
telligence analysis methods that Heuer Jr and Pherson
considered “essential” for the analytic profession.'
Through the utilization of these SATSs, analysts could
better structure their analysis process, ensure logical
argumentation of conclusions, avoid cognitive biases,
stimulate ‘out-of-the-box’ thinking, and identify ‘in-
dictors of change’ — all valuable when dealing with
uncertainty and high risk."”

Now that a brief overview of the origins and value
of SATs has been completed, a more specific exam-
ination can begin.

Firstly, there are a broad range of SATs which
have been identified over the past decades, with at-
tempts being made to categorize them such as Roger
Z.. George, and James B. Bruce, who identified fifty
SATs, and organized them into eight categories.'
The following techniques are categorized as either a
diagnostic technique, which are “primarily aimed at
making analytic arguments, assumptions, or intelli-
gence gaps more transparent,” or as an imaginative
thinking technique, which aim to “develop new in-
sights, different perspectives and/or develop alterna-
tive outcomes.”"

The first SAT to be examined is the Key Assumptions
Check (KAC), a diagnostic technique — meaning that
it is primarily aimed at “making analytic arguments,
assumptions, of intelligence gaps more transparent.”
A Key Assumption is described in A Tradecraft
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Primer in a rather general manner as “any hypo-
thesis that analysts have accepted to be true and which
forms the basis of the assessment.””” A KAC consists
of spending some time, either alone or as a group/
team first identifying and then elaborating upon and
reviewing any key assumptions which have thus far
been made.'®

The KAC methodology is a four-step process"
which consists of:

1. Review what the current analytic line on this
issue appears to be; write it all down for all to see.

2. Articulate all the premises, both stated and un-
stated in finished intelligence, which are accepted as
true for this analytic line to be valid.

3. Challenge each assumption asking why it “must”
be true and whether it remains valid under all con-
ditions.

4. Refine the list of key assumptions to contain
only those that “must be true” to sustain your ana-
lytic line; consider under what conditions or in the
face of what information these assumptions might
not hold.

This technique is most useful when utilized at the
beginning of an analytic project, although it can also
be implemented throughout the entire analytic pro-
cess before a conclusion is reached.?

The benefits of implementing this SAT is the ca-
pability to critically examine and better understand
the most important aspects of an investigation; both
individual data points and the links between them.*!
A KAC also helps an analyst better explain the logic
of their argument, understand key factors that shaped
the issue, stimulate alternative ways of considering
the issue, uncover new relationships and links be-
tween factors, identify developments that would lead
to an abandonment of assumptions, and mentally
prepare for changing circumstances.?

The KAC is a technique that, as stated above, can
be utilized throughout the analytic process, has very
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little setup requirements, is not complex, and can
have an immediate and valuable impact. Take the
following example — The 2002 DC Sniper Case. In
2002, a series of shootings occurred which result-
ed in the deaths of 17 people, with an additional 10
wounded in a 10-month period. When initially asses-
sing the incident, law enforcement made some key
assumptions:

1. The sniper was male.

2. The sniper was acting alone.

3. The sniper was white.

4. The sniper had military training.

5. The sniper was driving a white van.

A critical analysis of these assumptions would
have resulted in the following points of contention.
Firstly, whilst statistically most incidents of this sort
in the US are perpetrated by white, male, solo actors,
to exclude non-white and female suspects would se-
verely limit the suspect pool. Secondly, regarding
military training, this may be a plausible assump-
tion based on the style of crime, i.e., long-distance
sniping, but it is definitely not a certainty. Plenty of
individuals have access to firing ranges as private
citizens. Thirdly, whilst a witness described seeing a
white van speed off after the incident, this was only
one of many reports, and accepting this would pre-
maturely restrict the number of potential suspects.?

Ultimately the “DC sniper” was detained and two
men of Jamaican heritage were charged with the
crimes. One did in fact have military training, how-
ever the vehicle they utilized for the attacks was a
blue Chevrolet. Of the above assumptions, only two
of the five proved to be correct. Had these assump-
tions been properly critiqued, the investigation may
have concluded faster, thus saving lives. The KAC
could have been utilized with a bare minimum of
effort and to significant effect. Of note, on this exact
day, October 2nd, the United States Congress had
passed a joint resolution to authorize the President to
utilize the United States Armed Forces as and when
necessary, against Iraq. Over the coming weeks, pro-
tests were staged, including on October 26th where
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between 100,000 and 200,000 people are said to
have demonstrated. Although the “DC Snipers” were
caught on October 24th, an argument could be made
that had the political environment in DC been less
chaotic in the preceding weeks, an arrest may have
come sooner.

A common criticism against SATS is that typically
analysts do not have enough time to perform them?,
thus in this case, assumptions were validated based
upon historical precedent and suffered from confir-
mation bias* and seemed content with the first an-
swer that more or less seemed reasonable, thus run-
ning afoul of ‘satisficing’®. It should be noted that
the above criticism is countered by the statement that
all analysts should have enough time “to do good
analysis”, and that these techniques merely “add
rigor to well-known thought processes”’. The “DC
Sniper” case was not an intelligence investigation in
the classical military sense, however due to the range
of applicability of SATS, their usage could have been
beneficial in this instance. Law Enforcement should
also be trained in the usage of SATS, either to proac-
tively assist in investigations, or as with the KAC, to
challenge assumptions, and make intelligence gaps
more transparent.

The KAC can be a valuable technique for use
during an intelligence investigation. However, if it
is to be utilized, then it has to be done in a meth-
odological, rigorous and frequent manner; the con-
sequences of faulty analysis are such that a ‘better
than nothing” approach does not create the necessary
imperative for use in all situations, all the time. Until
this is the case, this SAT may serve more to compli-
cate the analytic process than to add clarity; time and
resources would perhaps be better invested in devel-
oping a capacity to evaluate SAT utility, rather than
mandating their teaching upon analysts.?®

The second SAT which will be examined is Red
Team Analysis (RTA) an Imaginative Thinking SAT
meaning that it is aimed at “developing new insights,
different perspective and/or [to] develop alternate
outcomes.”” Red Team activities have existed for
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the entire length of recorded history, with military
philosophers such as Sun Tzu stating the importance
of “knowing the other and knowing oneself” in order
that “in one hundred battles no danger [sic]”.** Ob-
viously this would require engaging in some form
of RTA.

This SAT is rather difficult to define due to both
the scope of the SAT itself, and also its application.
This scope of RTA was demonstrated during a Mil-
itary Operations Research Society (MORS) work-
shop in 2016 where the definition: “Any activity that
analyses plans, processes, systems or equipment by
using one or more alternate—typically adversarial —

perspectives™!

was proposed. A Tradecraft Primer
defines Red Team Analysis as an activity that “mod-
els the behavior of an individual or group by trying
to replicate how an adversary would think about an
issue.”*> Fundamentally RTA seeks to remove the
analyst from an established mental environment, and
shift from merely an ‘observer’ of an adversary, to
an ‘actor’ or more typically, to take on the role of the
‘adversary’ — this means considering the cultural
norms, personal values and sense of rationality of
the adversary one is seeking to emulate.®

The RTA which is covered in A Tradecraft Primer
does not have clear and concise steps, but rather
seeks to establish an environment in which the tech-
nique can be leveraged. It entails:

1. That the analysts put themselves in the adver-
sary’s circumstances and reacting to stimuli as they
would.

2. Developing a set of questions to be answered
from the perspective of the adversary.

3. Draft a set of policy papers stating which the
leader or group make specific decisions, proposes
recommendations, or lays out a course of action.**

It should be noted that ‘alternative’ analysis should
be specifically emphasized, as opposed to engaging
in ‘competitive’ RTA — that being RTA with a hard-
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line and semi-belligerent tone. This approach creates
an immediate bias for the participants, both for those
exhibiting these behaviors, but also the other teams
in their responses to this approach. This was notable
in the CIA’s “B-Team” competitive analysis exercise
of 1976 where one team, “Team-B”, analyzing Soviet
strategic policy and objectives, focused more on the
National Intelligence Estimate (NIE) as the target of
their criticism, rather than the question of Moscow
and Russian intentions. The reason for this, argued
by many from the intelligence community, was to
paint the Soviet Union as more belligerent than the
IC thought, solely for the purpose of disrupting at-
tempts at détente and halting the Strategic Arms
Limitations Talks (SALT). The exercise was ulti-
mately so uncomfortable and fraught with challenges
that it was never again repeated.”

RTA challenges institutionalized beliefs and helps
to avoid cognitive biases*, but there can be more
benefits. From an RTA ‘wargaming’ perspective,
Abe Greenberg identified benefits such as helping
with the assessment of plans, establishing acommon
understanding between the military and analysts,
formulation of insights and intuition, and most cer-
tainly, the detection of flaws in assumptions.’’

However RTA is a very complex technique to plan
and conduct, and is also extremely context depen-
dent, thus altering many of the given requirements.*
Kardos and Dexter identified seven different Red
Teaming activity types, ranging from Field / Deploy-
ment Exercises to Discussion / Tabletop Exercises.
The perspective and approach for each of these ac-
tivity types needs to be defined and planned to create
the framework and boundaries for the exercise. Next,
the selection of participants is critical. Ideological
neutrality needs to be ensured in order to maintain
objectivity — a ‘stacked’ team may be inclined to
beat dissenters into submission rather than engage
in substantive debate.** Due to the nature of RTA
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and its requirement to ‘get inside the head’ of the
adversary, intimate knowledge of adversarial tactics,
technology, political climate and forces, systems and
values for example, need to exist. This is quite pos-
sibly beyond the capabilities of ‘regular’ intelligence
analysts and requires true expert knowledge — such
as that of a university professor.

This is not to say that RTA cannot be used at all,
rather than within the typical bounds of the IC and
both the knowledge and capacity limitations inher-
ent therein, RTA may not be an SAT which can be
implemented without an inordinate amount of effort.

The question stands - can RTA be successfully un-
dertaken, without deriving false conclusions or fail-
ing to consider critical adversarial actions? To take
the modern example of the September 11, 2001, at-
tacks, the 9/11 Commission Report specifically stat-
ed that “the CTC [Counter-Terrorist Center] did not
analyze how an aircraft, hijacked or explosives-laden,
might be used as a weapon. It did not perform this
kind of analysis from the enemy’s perspective (“red
team” analysis), even though suicide terrorism had
become a principal tactic of Middle Eastern terror-
ist.”#* The competitive international environment of
pre-9/11 required competitors, and the CTC failed
to provide them.*

Having made the above examination of these two
SATs, there are three recommendations which are
suggested.

1. That the international IC collaborates in estab-
lishing a codified list of SATs which can be used for
intelligence analysis in order to ensure uniformity
amongst intelligence-sharing nations.

2. Those SATs that are identified are given a rat-
ing based upon their position within a matrix con-
sisting of axis: range of applicability, complexity of
utilization (plan and undertake), risk associated with
misuse.

3. Those SATs which are high-complexity, high-
risk, low-applicability should be further researched
in order to establish a set framework for all usages.

These recommendations would ensure that not all
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SATs are treated ‘equally,” that more granularity is
created regarding the attributes of each SAT men-
tioned above, and that investment is made into better
understanding the more problematic SATs, rather
than forcing them upon analysts and expecting pos-
itive results. This would help to support the drive to
professionalism for intelligence analysts, much as
with doctors and engineers; by providing critically
analyzed and effective tools with which to do their
jobs. Ultimately intelligence analysis could develop
its own knowledge systems, standards and methods;
it could finally turn from a craft into a profession.**
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